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çŻőæňą:
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2 çŻőæňą:



CHAPTER 1

ãĄŕãĄŸãĆĄãĄń

ãĄŞãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄãĄŞãĆŇãĆL’ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄőèčIJèűşãĄĺãĄłãĆŃèşĞæŰŹãĆĎãĂĄèd’ĞæŢřãĄőæl’§èČ¡ãĆŠçţĎåŘĹãĄŻãĄęãĆ¡ãČłãČěãČijãĆůãČğãČşãĆŠåő§çŔ¿ãĄŹãĆŃæŰźæşŢãĆŠãĄŤçt’źäżŃãĄĎãĄ§ãĄŮãĄ¿ãĄŹãĂĆ
F5ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄŕãĄŞãĄąãĆL’ãĄńãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

• AskF5: https://support.f5.com/csp/home

• F5 Cloud Docs: https://clouddocs.f5.com/

• F5 DevCentralïijĹãĆşãČ§ãČěãČŃãČĘãĆčïijL’: https://devcentral.f5.com/
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4 Chapter 1. ãĄŕãĄŸãĆĄãĄń



CHAPTER 2

ãĆşãČşãČĘãČşãČĎ

ãĄŞãĄąãĆL’ãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄäżěäÿŃãĄőåĘĚåőźãĆŠãĄŤçt’źäżŃãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

• æIJňãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’ãĄńãĄęãĂĄF5 Advanced WAFïijĹäżěäÿŃãĂĄAWAFïijL’ãĄőãČİãČłãĆůãČijãĄőèĺ åőŽæŰźæşŢãĄńãĄd’ãĄĎãĄęãĄŤæąĹåĘĚãĄŮãĄ¿ãĄŹãĂĆ

• AWAFãĄŕãĂĄWebãĆćãČŮãČłãĆśãČijãĆůãČğãČşãČŢãĆąãĆd’ãĆćãĆęãĆl’ãČijãČńãĄğãĄŹãĂĆ

• AWAF ãĄńãĆĹãĄčãĄęãĂĄWeb ãĆćãČŮãČłãĆśãČijãĆůãČğãČşçL’źæIJL’ãĄőæŤżæŠČãĄńåŕ¿ãĄŹãĆŃéŸšå¿ąãĄŇåŔŕèČ¡ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

• Botåŕ¿ç Űæl’§èČ¡ãĂĄL7ãČňãČŹãČńãĄőDoSæŤżæŠČãĄńåŕ¿ãĄŹãĆŃéŸšå¿ąæl’§èČ¡ãĆĆåĚijãĄ åĆŹãĄĹãĄęãĄĎãĄ¿ãĄŹãĂĆ

• æIJňãĆňãĆd’ãČL’ãĄğãĄŕãĂĄAWAFãĆŠãĄŤèşijåĚěãĄĎãĄ§ãĄăãĄĎãĄęãĄŹãĄŘãĄńWAFãĆŠåřŐåĚěéăĆãĄŚãĆŃãĆĹãĄĘãĄńãĂĄå£ĚèęĄãĄĺãĄłãĆŃåĚÿåd̄ŃçŽĎãĄłãĆżãČČãČĹãĆćãČČãČŮæL’ŃæşŢãĆŠãĂĄèśŁåŕŇãĄłãĆźãĆŕãČłãČijãČşãĆůãČğãČČãČĹãĆŠäžd’ãĄĹãĄęèğčèłňãĄŮãĄ¿ãĄŹãĂĆïijĹåő§éŽŻãĄŕçŠřåćČæğŃæĹŘãĄńãĄĆãĄčãĄ§èĺ åőŽåĂd’ãĆŠèĺ åőŽãĄŮãĄęäÿŃãĄŢãĄĎãĂĆïijL’

• æIJňãĆňãĆd’ãČL’ãĄğãĄŕãĂĄF5 JapanãĄńãĄŁãĄŚãĆŃãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřãĄőãĆşãČijãĆźãĄğãĆĆåĹl’çŤĺãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

2.1 AWAFèĺ åőŽåĹİçt’Žçůĺ

æIJňçńăãĄğãĄŕãĂĄå§žæIJňçŽĎãĄłAWAFãĄőèĺ åőŽåĘĚåőźãĄńãĄd’ãĄĎãĄęãĄŤçt’źäżŃèĞt’ãĄŮãĄ¿ãĄŹãĂĆ

2.1.1 AWAFãĄĺãĄŕ

F5 Advanced WAFïijĹçŢěãĄŮãĄęAWAFïijL’ãĄĺãĄŕãĂĄOWASP TOP10ãĄőæŤżæŠČãĂĄãĆęãĆğãČŰãĆćãČŮãČłãĆśãČijãĆůãČğãČşãĄőèĎĘåijśæĂğãĂĄãĆijãČ ãČĞãĆd’æŤżæŠČãĂĄL7ãČňãĆd’ãČd’ãĄőDDoSæŤżæŠČãĄłãĄl’ãĄŃãĆL’WEBãĆćãČŮãČłãĆśãČijãĆůãČğãČşãĆŠåőĹãĆŃéńŸåžęãĄłãĆęãĆğãČŰãĆćãČŮãČłãĆśãČijãĆůãČğãČşãČŢãĆąãĆd’ãĆćãĆęãĆl’ãČijãČńãĄğãĄŹãĂĆ

AWAFãĄğãĄĆãĆŇãĄřãĂĄãĆźãĆ£ãČşãČL’ãĆćãČ ãČijãČşæğŃæĹŘãĂĄBIG-IP LTMïijĹAD-
CïijL’ãĄńãĆćãČL’ãĆłãČşãĄŮãĄęåĹl’çŤĺãĄŹãĆŃæğŃæĹŘãĆŠåŔŰãĆŃãĄŞãĄĺãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆãĄİãĄŮãĄęãĂĄãĆłãČşãČŮãČňãĄğãĆĆãĂĄPublic
Cloud ãĄğãĆĆPrivate CloudãĄğãĆĆåŃŢä¡IJãĄŹãĆŃãĄ§ãĆĄãĂĄãČĞãČŮãČ ãĆd’åăt’æL’ĂãĆŠéĄÿãĄşãĄ¿ãĄŻãĆŞãĂĆ

èĞłçd’¿ãĄğæ§Ťèż§ãĄłWAFãČİãČłãĆůãČijãĆŠä¡IJæĹŘãĄŮãĄ§ãĄĎãĄŁåőćæğŸãĂĄAWAFãĆŠåĹl’çŤĺãĄŮãĄęéńŸåžęãĄłWAFãĆţãČijãČŞãĆźãĆŠæŔŘä¿ŻãĄŮãĄ§ãĄĎãĄĺãĄĎãĄĘãĆţãČijãČŞãĆźäžŃæě èĂĚæğŸãĂĄãĄİãĄŮãĄęãĂĄLTMåřŐåĚěæÿĹãĄ£ãĄğWAFãĆŠè£¡åŁăãĄŮãĄ§ãĄĎãĄŁåőćæğŸãĄłãĄl’ãĂĄåźĚåžČãĄŔãĄŤåĹl’çŤĺéăĆãĄŚãĄ¿ãĄŹãĂĆ

ãĄİãĄőäżŰãĂĄAWAFãĄőçL’źéŢůãĆĎåĹl’çŤĺãČąãČłãČČãČĹãĄŕäżěäÿŃãĄőèĺŸäžŃãĆŠãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆ

• K85426947: BIG-IP ASM operations guide

• K07359270: Succeeding with application security
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2.1.2 AWAFãĆźãĆ£ãČşãČL’ãĆćãČ ãČşæğŃæĹŘãČ ãČČãČĹãČŕãČijãĆŕãĆţãČşãČŮãČń

æIJňæL’ŃéăĘæŻÿãĄğãĄŕäżěäÿŃãĄőãĆţãČşãČŮãČńãČ ãČČãČĹãČŕãČijãĆŕæğŃæĹŘãĄğèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ
ïijĹF5ãČŔãČşãĆžãĆłãČşçŠřåćČãĄğãĆĆåŘŇæğŸãĄőãČ ãČČãČĹãČŕãČijãĆŕæğŃæĹŘãĆŠåĹl’çŤĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆïijL’

1. æIJňãĆňãĆd’ãČL’ãĄńãĄŁãĄŚãĆŃæğŃæĹŘãĆd’ãČąãČijãĆÿ

Note:

• v15.1.2.1äżěäÿŁ ãĄőãČŘãČijãĆÿãČğãČşãĆŠãĄŤåĹl’çŤĺäÿŃãĄŢãĄĎãĂĆ(2021åźt’3æIJĹè£¡èĺŸ)

• ïijĹåŘĎF5äżčçŘĘåžŮãĄğãĆţãČİãČijãČĹåŔŕèČ¡ãĄłçŕĎåŻšãĄńãĄŁãĄĎãĄęãĂĄïijL’æěţåŁŻæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĆŠéĄl’çŤĺéăĆãĄŔãĄŞãĄĺãĆŠãĄŁãĄŹãĄŹãĆĄèĞt’ãĄŮãĄ¿ãĄŹãĂĆæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĄŕAskF5ãĄğãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆ

2.1.3 åĹİæIJ§èĺ åőŽïijĹãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĂĄãČ ãČČãČĹãČŕãČijãĆŕãĄőèĺ åőŽç L’ïijL’

1. åĹİæIJ§ãČŚãĆźãČŕãČijãČL’ïijĹUsername:admin, Password:adminïijL’ãĄğãČ ãĆřãĆd’ãČşãĄŮãĂĄF5ãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřãĄğãĄŕãČŚãĆźãČŕãČijãČL’ãĆŠïijĹilovef5ïijL’ãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ
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2. ãČŚãĆźãČŕãČijãČL’åd’L’æŻt’ãĄńæĹŘåŁ§ãĄŮãĄ§ãĆL’ãĂĄåd’L’æŻt’å¿ŇãĄőãČŚãĆźãČŕãČijãČL’ïijĹUsername:admin,
Password:ilovef5ïijL’ãĄğãČ ãĆřãĆd’ãČşãĄŮãĄ¿ãĄŹãĂĆ

3. Next ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2.1. AWAFèĺ åőŽåĹİçt’Žçůĺ 7
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4. ãČl’ãĆd’ãĆżãČşãĆźãĆćãĆŕãČĘãĆčãČŹãČijãĆůãČğãČşãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆãČl’ãĆd’ãĆżãČşãĆźæŁŢåĚěæÿĹãĄ£ãĄőåăt’åŘĹãĄŕãĂĄNext
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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5. ãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆApplication Security(ASM)
ãĄőãĄ£ãĆŠéĄÿæŁd̄ãĄŮãĂĄNext ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

6. ãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĄńãĄŕåřŚãĄŮæŹĆéŰŞãĄŇãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆçţĆäžĘãĄŮãĄ§ãĆL’ãĂĄContinue
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2.1. AWAFèĺ åőŽåĹİçt’Žçůĺ 9
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7. ãČĞãČŘãĆd’ãĆźèĺijæŸŐæŻÿãĄőçćžèł ãĆŠãĄŮãĂĄNext ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

8. Host Name ãĄńãĂĄbig80.f5jp.local ãĄĺèĺ åőŽãĄŮãĂĄTime Zone ãĄń Japan
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ãĆŠéĄÿæŁd̄ãĄŮãĂĄRoot Account ãĄőãČŚãĆźãČŕãČijãČL’ãĄń ilovef5 ãĄĺèĺŸåĚěãĄŮãĂĄNext
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆïijĹF5ãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřäżěåd’ŰãĄőåăt’åŘĹãĄŕãĂĄãĄİãĆŇãĄd̄ãĆŇãĄőçŠřåćČãĄńãĄĆãĄčãĄ§åĘĚåőźãĆŠèĺ åőŽãĄŮãĄęäÿŃãĄŢãĄĎãĂĆïijL’

9. Finished ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2.1. AWAFèĺ åőŽåĹİçt’Žçůĺ 11
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10. External VLANãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆNetwork >> VLANs : VLAN List ãĄńãĄęãĂĄCreate
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆName ãĄń external ãĄĺèĺ åőŽãĄŮãĂĄInterface ãĄń 1.1(Un-
tagged) ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

11. Internal VLANãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆNetwork >> VLANs : VLAN List ãĄńãĄęãĂĄCreate
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆName ãĄń internal ãĄĺèĺ åőŽãĄŮãĂĄInterface ãĄń 1.2(Un-
tagged) ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

12 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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12. äżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ
13. External SelfIPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆNetwork >> Self IP List ãĄńãĄęãĂĄCreate

ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆName ãĄń external-selfip ãĄĺèĺ åőŽãĄŮãĂĄIP Address ãĄń
10.1.10.80 ãĂĄNetmask ãĄń 255.255.255.ïijŘ ãĂĄVLAN/Tunnel ãĄń external ãĆŠéĄÿæŁd̄ãĄŮãĂĄPort
Lockdown ãĄń Allow None ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2.1. AWAFèĺ åőŽåĹİçt’Žçůĺ 13
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14. Internal SelfIPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆNetwork >> Self IP List ãĄńãĄęãĂĄCreate
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆName ãĄń internal-selfip ãĄĺèĺ åőŽãĄŮãĂĄIP Address ãĄń
10.1.20.80 ãĂĄNetmask ãĄń 255.255.255.ïijŘ ãĂĄVLAN/Tunnel ãĄń internal ãĆŠéĄÿæŁd̄ãĄŮãĂĄPort
Lockdown ãĄń Allow Default ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

15. äżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ
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16. Default GatewayãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆNetwork >> Routes ãĄńãĄęãĂĄAdd
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆName ãĄńäżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄDestination
, Netmask ãĄń 0.0.0.0 ãĆŠèĺ åőŽãĄŮãĂĄGateway Address ãĄń 10.1.10.1 ãĆŠèĺ åőŽãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

17. WEBãĆţãČijãČŘãĄÿãĄőãČńãČijãČĘãĆčãČşãĆřèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆïijĹäżěäÿŃãĄŕèĺ åőŽä¿ŃãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆF5ãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřãĄğãĄŕãĂĄSelfIPãĄĺåŘŇãĄŸãĆżãĆřãČąãČşãČĹãĄłãĄ§ãĆĄäÿ èęĄãĄğãĄŹãĂĆïijL’
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18. äżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ

19. DNSãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆSystem >> Configuration : Device : DNS
ãĄńãĄęèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆïijĹF5ãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřãĄğãĄŕäžĹãĆĄèĺ åőŽãĄŢãĆŇãĄęãĄĎãĄ¿ãĄŹãĄőãĄğãĂĄçćžèł ãĄőãĄ£èąŇãĄčãĄęäÿŃãĄŢãĄĎãĂĆïijL’
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20. NTPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆSystem >> Configuration : Device : NTP
ãĄńãĄęãĂĄNTPãĆŠèĺ åőŽãĄŮãĂĄUpdate ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
F5ãČŔãČşãĆžãĆłãČşãČĹãČňãČijãČŃãČşãĆřãĄğãĄŕNICTãĄőNTPãĆŠåĹl’çŤĺãĄŮãĄ¿ãĄŹãĂĆ
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2.1.4 ïijĹèĎĘåijśãĄłïijL’WEBãĆţãČijãČŘãĄőçŹżéŇš

1. Virtual ServerãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆLocal Traffic >> Virtual Servers : Virtual Server List
ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2. Name ãĄńäżżæĎŔãĄőåŘ çğřãĆŠèĺŸè£řãĄŮãĂĄDestination Address/Mask ãĄń 10.1.10.180ãĂĄService
Port ãĄń 443 ãĆŠèĺ åőŽãĄŮãĂĄHTTP Profile (Client) ãĄńãĄę HTTP ãĆŠéĄÿæŁd̄ãĂĄSSL Pofile(Client)
ãĄńãĄę clientssl ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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3. Source Address Translation ãĄńãĄęãĂĄAutomap ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

4. Default Pool ãĄńãĄęãĂĄ+ ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

5. PoolãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆName ãĄńãĄęãĂĄäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄHealth Mon-
itors ãĄńãĄę gateway_icmp ãĆŠéĄÿæŁd̄ãĄŮãĂĄNew MembersãĄńãĂĄWEBãĆţãČijãČŘïijĹAddress
: 10.1.20.202, Service Port : 80 ïijL’ãĆŠåŁăãĄĹãĄę Add ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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AWAF v15.1 ãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’

6. Default Pool ãĄńPoolãĄŇè£¡åŁăãĄŢãĆŇãĄ§ãĄŞãĄĺãĆŠçćžèł ãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

7. WindowsãĆŕãČl’ãĆd’ãĆćãČşãČĹãĆŠèţůåŃŢãĄŮãĂĄhttps://10.1.10.180/DVWA/login.
php ãĄńãĆćãĆŕãĆżãĆźãĄŮãĄ¿ãĄŹãĂĆUsername: adminãĂĄPassword: password
ãĄğãČ ãĆřãĆd’ãČşãĄŮãĄ¿ãĄŹãĂĆ

20 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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8. DVWA Security ãĄńãĆćãĆŕãĆżãĆźãĄŮãĂĄSecurity Level ãĆŠ Low ãĄńèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆ
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9. SQL Injection ãĄńãĆćãĆŕãĆżãĆźãĄŮãĂĄUser ID ãĄń âĂŸ or 1=1 #
ãĄĺåĚěåŁŻãĄŮãĂĄSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşæŤżæŠČãĆŠãĄŮãĄ¿ãĄŹãĂĆ(æIJňãĆňãĆd’ãČL’ãĄŃãĆL’ãĆşãČd̄ãČşãČL’ãĄŕãĆşãČŤãČijãĄŮãĄłãĄĎãĄğäÿŃãĄŢãĄĎãĂĆãĆůãČşãĆřãČńãĆŕãĆl’ãČijãČĘãČijãĆůãČğãČşãĄńæşĺæĎŔãĄŮãĄęãĆ£ãĆd’ãČŮãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ)
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10. SQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşæŤżæŠČãĄŇæĹŘåŁ§ãĄŮãĂĄUser IDãĄŇèd’ĞæŢřèąĺçd’žãĄŢãĆŇãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2.1.5 Guided configurationãĄńãĆĹãĆŃWAFãČİãČłãĆůãČijãĄőä¡IJæĹŘ

1. Security >> Guided Configuration ãĆŠéŰŃãĄ ãĄ¿ãĄŹãĂĆGuided Con-
figurationãĄőãČŘãČijãĆÿãČğãČşãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆïijĹGuided Configura-
tionãĄőèţůåŃŢãĄńãĄŕåřŚãĄŮæŹĆéŰŞãĄŇãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆïijL’
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2. ASKF5ãĄőDownloadãĆţãĆd’ãČĹ ãĄńãĄęãĂĄæIJĂæŰřçL’ĹãĄőGuided Configura-
tionãĆŠãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ¿ãĄŹãĂĆãČĂãĆęãČşãČ ãČijãČL’ãĄńãĄŕAskF5ãĄőãĆćãĆńãĆęãČşãČĹçŹżéŇšãĄŇå£ĚèęĄãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆãĆćãĆńãĆęãČşãČĹçŹżéŇšãĄŕæŢřåĹĘãĄğèąŇãĄĘãĄŞãĄĺãĄŕãĄğãĄ ãĄ¿ãĄŹãĄŇãĂĄF5ãČŔãČşãĆžãĆłãČşåŔŮèňŻèĂĚãĄğãĆćãĆńãĆęãČşãČĹãĆŠãĄŹãĄŘãĄńä¡IJæĹŘãĄŹãĆŃãĄŞãĄĺãĄŇãĄğãĄ ãĄłãĄĎæŰźãĄŕãĂĄWindows
ClientãČĞãĆźãĆŕãČĹãČČãČŮäÿŁãĄőãČĂãĆęãČşãČ ãČijãČL’æÿĹãĄ£ãĄőãČŢãĆąãĆd’ãČńãĆŠãĄŤåĹl’çŤĺäÿŃãĄŢãĄĎãĂĆïijĹæŮćãĄńæIJĂæŰřçL’ĹãĆŠãĄŤåĹl’çŤĺãĄőåăt’åŘĹãĄŕãĂĄãĆćãČČãČŮãČĞãČijãČĹä¡IJæě ãĄŕäÿ èęĄãĄłãĄőãĄğãĂĄæL’ŃéăĘ7ãĄńéĂšãĆŞãĄğäÿŃãĄŢãĄĎãĂĆïijL’
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3. AWAFãĄőåĚĹçĺŃãĄőçŤżéİćãĄńæĹżãĆŁãĂĄåŔşäÿŁãĄő Upgrade Guided Configu-
ration ãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ§Guided Configura-
tionãČŢãĆąãĆd’ãČńïijĹxxx.tar.gzïijL’ãĆŠãĆćãČČãČŮãČ ãČijãČL’ãĂĄãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ¿ãĄŹãĂĆ
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4. ãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄęãĄĎãĆŃéĂŤäÿ ãĄőãĆd’ãČąãČijãĆÿãĄğãĄŹãĂĆ

5. ãĆd’ãČşãĆźãČĹãČijãČńãĄŇçţĆäžĘãĄŮãĄ§ãĆL’ãĂĄContinue ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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6. Guided ConfigurationãĄőãČŘãČijãĆÿãČğãČşãĄŇãĆćãČČãČŮãČĞãČijãČĹãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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7. Web Application Protection ãĄő Web Application Protection ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

8. DNS, NTP, Routing ãĄŇèĺ åőŽOKãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĂĄNext
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ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ9. åŔşäÿŁãĄő Show Advanced Setting ãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄSecurity Pol-
icy Name ãĄńäżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄEnforcement Mode
ãĄńãĄę Transparent ãĆŠéĄÿæŁd̄ãĄŮãĂĄtype of policy to protect ap-
plication ãĄńãĄęãĂĄGeneric ãĆŠéĄÿæŁd̄ãĄŮãĂĄServer Technologies
ãĄńãĄęåĹl’çŤĺãĄŮãĄęãĄĎãĆŃãČ§ãČL’ãČńãĆęãĆğãĆćãĆĎèĺĂèłd̄ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆF5ãČŔãČşãĆžãĆłãČşçŠřåćČãĄğãĄŕãĂĄApache,
MySQL, PHP ãĆŠéĄÿæŁd̄ãĄŮãĂĄNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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10. æŮćãĄńVirtual ServerãĄŕä¡IJæĹŘæÿĹãĄ£ãĄłãĄőãĄğãĂĄãĄŞãĄŞãĄğãĄŕãĂĄAssign Policy to Virtual
Server(s) ãĄńãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĂĄUse Existing ãĆŠéĄÿæŁd̄ãĄŮãĂĄä¡IJæĹŘæÿĹãĄ£ãĄőVirtul
ServerãĆŠåŔşãĄńçğżåŃŢãĄŢãĄŻãĂĄSaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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11. åĘĚåőźãĆŠçćžèł ãĄŮãĂĄDeploy ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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12. ä¡IJæĹŘãĄŮãĄ§WAFãĄőãČİãČłãĆůãČijãĄńLogging ProfileãĆŠãĆćãĆ£ãČČãČĄãĄŮãĄ¿ãĄŹãĂĆSecurity
>> Overview:Summary ãĄńãĄęãĂĄä¡IJæĹŘæÿĹãĄ£ãĄőVirtual ServerãĆŠéĄÿæŁd̄ãĄŮãĂĄAttach ãĄő
Logging Profile ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

13. Log illegal requests ãĆŠéĄÿæŁd̄ãĄŮãĂĄAttach ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

14. Local Traffic >> Virtual Servers:Virtual Server List ãĄńãĄęä¡IJæĹŘæÿĹãĄ£ãĄőVirtul
ServerãĆŠéĄÿæŁd̄ãĄŮãĂĄSecurity ãĆ£ãČŰãĄő Policies ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆApplication Secu-
rity Policy ãĄĺãĂĂLog Profile ãĄŇãĄİãĆŇãĄd̄ãĆŇèĺ åőŽãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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15. æňąãĄńèłd’æd’IJç§ěåŕ¿ç ŰãĂĄèšăè ůéŸšæ ćåŕ¿ç ŰãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆïijĹå£ĚéăĹãĄğãĄŕãĄĆãĆŁãĄ¿ãĄŻãĆŞãĂĆïijL’
Security >> Application Security : Policy Building : Learning and Blocking Settings
ãĆŠéŰŃãĄ ãĄ¿ãĄŹãĂĆæŮěæIJňèłd̄ãĆţãĆd’ãČĹãĄőèłd’æd’IJç§ěãĄőéŸšæ ćç ŰãĄĺãĄŮãĄęãĂĄFailed
to convert character ãĆŠOFFãĄńãĄŮãĄ¿ãĄŹãĂĆãĄ¿ãĄ§ãĂĄData Guard:Information Leak-
age Detected ãĆĆãČŚãČŢãĆl’ãČijãČd̄ãČşãĆźéİćãĆŠèĂČæĚőãĄŮãĄęOFFãĄńãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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16. Apply Policy ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄãČİãČłãĆůãČijãĆŠåŔ æŸăãĄŢãĄŻãĄ¿ãĄŹãĂĆ

2.1.6 ãĆůãĆřãČ ãČĄãČčãĄőçŁűæĚŃçćžèł

1. Security >> Application Security : Policy Building : Learning and Blocking Settings
ãĆŠéŰŃãĄ ãĄ¿ãĄŹãĂĆAttack Signatures ãĄőãĄĺãĄŞãĆ ãĄğãĂĄEnable Signature Staging
ãĄńãČĄãĆğãČČãĆŕãĄŇåĚěãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2. Security >> Application Security : Security Policies : Policies List
ãĆŠéŰŃãĄ ãĄ¿ãĄŹãĂĆä¡IJæĹŘæÿĹãĄ£ãĄőãĆżãĆ ãČěãČłãČĘãĆčãČİãČłãĆůãČijãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

3. Attack Signatures ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆä¡IJæĹŘæÿĹãĄ£ãĄőãĆżãĆ ãČěãČłãČĘãĆčãČİãČłãĆůãČijãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆãĆůãĆřãČ ãČĄãČčãĄőãĆźãČĘãČijãĆ£ãĆźãĄŇ
Staging ãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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AWAF v15.1 ãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’

Note: Staging(ãĆźãČĘãČijãĆÿãČşãĆř)ãČćãČijãČL’ãĄĺãĄŕãĂĄLearn/Alarm/Blockèĺ åőŽãĄŇçĎąåŁźåŇŰãĄŢãĆŇãĂĄæŤżæŠČãĆŠæd’IJç§ěãĄŮãĄ§åăt’åŘĹãĄńãĄŕãĂĄãĂŇManual
Traffic LearningãĂ ãĄğå ęç£ŠãĄŹãĆŃãĄăãĄŚãĄőåŃŢä¡IJãĄĺãĄłãĆŃãČćãČijãČL’ãĄğãĄŹãĂĆ

2.1.7 ãĆźãČĘãČijãĆÿãČşãĆřãČ ãĆřãĄőèĺ åőŽ

ãĆźãČĘãČijãĆÿãČşãĆřãĄőãČ ãĆřãĆŠEvent Logs ãĄńåĞžåŁŻãĄŹãĆŃãĄ§ãĆĄãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆïijĹå£ĚéăĹãĄğãĄŕãĄĆãĆŁãĄ¿ãĄŻãĆŞãĄŇãĂĄãĆźãČĘãČijãĆÿãČşãĆřéĄŃçŤĺãĄŢãĆŇãĆŃåăt’åŘĹãĄńãĄŕä¿£åĹl’ãĄğãĄŹãĂĆïijL’

1. Security >> Event Logs : Logging Profiles ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆäżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄApplication
Security ãĄőãĄĺãĄŞãĆ ãĄğãĂĄEnabled ãĆŠãČĄãĆğãČČãĆŕãĄŮãĂĄRequest type ãĄńãĄęãĂĄIllegal
requests, and requests that include staged attack signatures âĂę ãĆŠéĄÿæŁd̄ãĄŮãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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AWAF v15.1 ãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’

2. Security >> Overview : Summary ãĄńãĄęãĂĄä¡IJæĹŘæÿĹãĄ£ãĄőVirtul
ServerãĄńãČĄãĆğãČČãĆŕãĆŠãĄŮãĂĄäÿĂæŮęãĂĄãĆćãĆ£ãČČãČĄãĄŮãĄ§ Logging Profile(s)
ãĆŠãĄŕãĄŽãĄŮãĄ¿ãĄŹãĂĆ

3. åĘ åžęãĆćãĆ£ãČČãČĄãĄőèĺ åőŽãĆŠãĄŮãĄ¿ãĄŹãĂĆ
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4. ä¡IJæĹŘæÿĹãĄ£ãĄő Logging Profile(s) ãĆŠãĆćãĆ£ãČČãČĄãĄŮãĄ¿ãĄŹãĂĆ

2.1.8 ãĆůãĆřãČ ãČĄãČčãĄőåŃŢä¡IJçćžèł

1. WindowsãĆŕãČl’ãĆd’ãĆćãČşãČĹãĆŠèţůåŃŢãĄŮãĂĄhttps://10.1.10.180/DVWA/login.
php ãĄńãĆćãĆŕãĆżãĆźãĄŮãĄ¿ãĄŹãĂĆUsername: adminãĂĄPassword: password
ãĄğãČ ãĆřãĆd’ãČşãĄŮãĂĄSQL Injection ãĄńãĆćãĆŕãĆżãĆźãĄŮãĂĄUser ID ãĄń âĂŸor 1=1 #
ãĄĺåĚěåŁŻãĄŮãĂĄSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşæŤżæŠČãĆŠãĄŮãĄ¿ãĄŹãĂĆ(æIJňãĆňãĆd’ãČL’ãĄŃãĆL’ãĆşãČd̄ãČşãČL’ãĄŕãĆşãČŤãČijãĄŮãĄłãĄĎãĄğäÿŃãĄŢãĄĎãĂĆãĆůãČşãĆřãČńãĆŕãĆl’ãČijãČĘãČijãĆůãČğãČşãĄńæşĺæĎŔãĄŮãĄęãĆ£ãĆd’ãČŮãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ)
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2. Security >> Event Logs : Application : Requests ãĄńãĄęãĂĄStaged
ãĄğSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşãĄŇæd’IJåĞžãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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AWAF v15.1 ãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’

3. äÿŁèĺŸçŤżéİćãĄőSuggestionsãĄő ViewâĂę ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄTrafficLearn-
ingãĄőçŤżéİćãĄğãĆĆ Attack signature detected ãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆïijĹ Security >> Ap-
plication Security : Policy Building : Traffic Learning ãĄğãĆĆãĄ§ãĄl’ãĆŇãĄ¿ãĄŹãĂĆïijL’2.1.9 ãĆůãĆřãČ ãČĄãČčãĄőãĆźãČĘãČijãĆÿãČşãĆřèğčéŹd’

1. ãĆźãČĘãČijãĆÿãČşãĆřãĆŠèğčéŹd’ãĄŹãĆŃãĄĺãĂĄEvent logãĄńæŤżæŠČãĄĺãĄŮãĄęèĺŸéŇšãĄŢãĆŇãĄ¿ãĄŹãĂĆSecurity
>> Application Security : Security Policies : Policies List >> DVWA_policy
ãĄńãĄęãĂĄAttack Signatures ãĆŠéĄÿæŁd̄ãĄŮãĂĄçŤżéİćåŔşäÿŁãĄő Enforce all Staged Signatures
ãĆŠéĄÿæŁd̄ãĄŮãĂĄãĆźãČĘãČijãĆÿãČşãĆřãĆŠèğčéŹd’ãĄŮãĄ¿ãĄŹãĂĆ
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2. ãĆźãČĘãČijãĆÿãČşãĆřãĄŇèğčéŹd’ãĄŢãĆŇãĆŃãĄĺãĂĄStatus ãĄŇ Enforced ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ
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3. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

4. åĘ åžęWindowsãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’SQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşãĆŠèl’ęãĄ£ãĄ¿ãĄŹãĂĆ
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5. Security >> Event Logs : Application : Requests ãĄńãĄęãĂĄAlarm Learn
ãĄğSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşãĄŇæd’IJåĞžãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2.1.10 BlockingãČćãČijãČL’ãĄÿãĄőåd’L’æŻt’

1. BlockingãČćãČijãČL’ãĄÿåd’L’æŻt’ãĄŹãĆŃãĄĺãĂĄEvent logãĄńæŤżæŠČãĄĺãĄŮãĄęèĺŸéŇšãĄŢãĆŇãĂĄæŻt’ãĄńãČŰãČ ãČČãĆŕãĄŢãĆŇãĄ¿ãĄŹãĂĆSecurity
>> Application Security : Security Policies : Policies List >> DVWA_policy ãĄńãĄęãĂĄGeneral
Settings ãĆŠéĄÿæŁd̄ãĄŮãĂĄEnforcement Mode ãĆŠ Blocking ãĄńåd’L’æŻt’ãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. åĘ åžęWindowsãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’SQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşãĆŠèl’ęãĄ£ãĄ¿ãĄŹãĂĆ
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4. Security >> Event Logs : Application : Requests ãĄńãĄęãĂĄBlock Alarm Learn
ãĄğSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşãĄŇæd’IJåĞžãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

2.1.11 ãĆůãĆřãČ ãČĄãČčãĄőãČĄãČěãČijãČŃãČşãĆř

ãĂĂèłd’æd’IJç§ěãĄŇçŹžçŤ§ãĄŮãĄ§åăt’åŘĹãĄőåŕ¿åĞęä¿ŃãĆŠãĄŤçt’źäżŃãĄŮãĄ¿ãĄŹãĂĆ
äżěäÿŃãĄğåő§æŰ¡ãĄŹãĆŃåĘĚåőźãĄŕãĂĄWebãĆćãČŮãČłãĆśãČijãĆůãČğãČşãĄőåŘĎãČŚãČl’ãČąãČijãĆ£ãĄőå¡źåL’šãĄŇåĚĺãĄęæŁŁæŔąãĄğãĄ ãĄęãĄĎãĆŃåăt’åŘĹãĆŠéŹd’ãĄ ãĂĄéĄŃçŤĺéŰŃåğŃåL’ ãĄŃãĆL’åĚĺãĄęãĆŠèĺ åőŽãĄŹãĆŃãĄőãĄŕéŻčãĄŮãĄĎãĄŃãĆĆãĄŮãĆŇãĄ¿ãĄŻãĆŞãĂĆãĄİãĄőåăt’åŘĹãĄŕãĂĄäżőéĄŃçŤĺãČżæIJňéĄŃçŤĺãĄńåĚěãĄčãĄęãĄŃãĆL’ãĂĄåĘ åžęãĄŞãĄőãČĄãČěãČijãČŃãČşãĆřãĆŠåő§æŰ¡ãĄŮãĄęãĄŔãĄăãĄŢãĄĎãĂĆ

äżěäÿŃãĄŕèłd’æd’IJç§ěãĄőä¿ŃãĄğãĄŹãĂĆ

1. åĚěåŁŻåĘĚåőźãĄńãĄ§ãĄ¿ãĄ§ãĄ¿æŤżæŠČãĄńéŰćéĂčãĄŹãĆŃãČŚãČl’ãČąãČijãĆ£ãĄŇåŘńãĄ¿ãĆŇãĄęãĄŮãĄ¿ãĄčãĄ§ãĄĺãĄŮãĄ¿ãĄŹãĂĆ
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2. æŻÿãĄ è¿ijãĄ£ãĆŠèąŇãĄĘãĄĺãĂĄAWAFãĄğæŤżæŠČãĄĺãĄŮãĄęæd’IJç§ěãĄŢãĆŇãĄęãĄŮãĄ¿ãĄĎãĄ¿ãĄŹãĂĆ

äżěéŹ ãĂĄïijŠãĄd’ãĄőåŕ¿ç Űä¿ŃãĆŠãĄŤçt’źäżŃãĄŮãĄ¿ãĄŹãĂĆ

èłd’æd’IJç§ěãĄŮãĄ§ãČŚãČl’ãČąãČijãĆ£ãĆŠãČŻãČŕãĆd’ãČĹãČłãĆźãČĹåŇŰ

1. Event logãĄğèłd’æd’IJç§ěãĄŮãĄ§ãČ ãĆřãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2. Occurences ãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄèłd’æd’IJç§ěãĄŮãĄ§ãČŚãČl’ãČąãČijãĆ£åŘ ïijĹmtxMessageïijL’ãĄĺãĆůãĆřãČ ãČĄãČčIDïijĹ200002835ïijL’ãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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3. Security >> Application Security : Parameters : Parameters List ãĄńãĄęãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

4. Parameter Name ãĄńèłd’æd’IJç§ěãĄŮãĄ§ãČŚãČl’ãČąãČijãĆ£åŘ ïijĹmtxMessageïijL’ãĆŠåĚěåŁŻãĄŮãĂĄãČĄãĆğãČČãĆŕBOXãĆŠãĄŹãĄźãĄęãĆŕãČłãĆćãĄŮãĂĄParameter
Value Type ãĄńãĄęãĂĄIgnore Value ãĆŠéĄÿæŁd̄ãĄŮãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

5. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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6. WindowsãĄńãĄęåĘ åžęæŻÿãĄ è¿ijãĄ£ãĆŠèąŇãĄĘãĄĺãĂĄæŻÿãĄ è¿ijãĄ£ãĄŇæĹŘåŁ§ãĄŹãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

èłd’æd’IJç§ěãĄŮãĄ§ãČŚãČl’ãČąãČijãĆ£ãĄğèl’šå¡ŞãĆůãĆřãČ ãČĄãČčãĆŠçĎąåŁźåŇŰ

1. äżŁåžęãĄŕåĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ParameterãĄő Parameter Value Type ãĄńãĄęãĂĄUser-Input Value
ãĆŠéĄÿæŁd̄ãĄŮãĂĄAttack Signatures ãĆ£ãČŰãĄńãĄęãĂĄèłd’æd’IJç§ěãĄŮãĄ§ãĆůãĆřãČ ãČĄãČčIDïijĹ200002835ïijL’ãĆŠåůęãĄńçğżåŃŢãĄŮãĂĄDisabled
ãĄńãĄŮãĂĄUpdate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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2. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. WindowsãĄńãĄęåĘ åžęæŻÿãĄ è¿ijãĄ£ãĆŠèąŇãĄĘãĄĺãĂĄæŻÿãĄ è¿ijãĄ£ãĄŇæĹŘåŁ§ãĄŹãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2.1.12 Threat campaignsãĆůãĆřãČ ãČĄãČčãĄőèĺ åőŽ

ãĂĂWebãĆćãČŮãČłãĆśãČijãĆůãČğãČşãĄőèĎĚåĺĄåŕ¿ç ŰãĆŠèąŇãĄĘäÿŁãĄğãĂĄåő§éŽŻãĄőæŤżæŠČãĄĺãČŢãĆl’ãČijãČńãĆźãČİãĆÿãČĘãĆčãČŰãĆŠèęŃæěţãĆĄãĆŃãĄŞãĄĺãĄńçŻt’éİćãĄŹãĆŃãĄŞãĄĺãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆãĆůãĆřãČ ãČĄãČčãĆĎWAFãĄőæğŸãĂĚãĄłæl’§èČ¡ãĄńãĆĹãĄčãĄęãĂĄæŮćç§ěãĄőèĎĘåijśæĂğãĄńåŕ¿ãĄŹãĆŃæŤżæŠČãČłãĆŕãĆĺãĆźãČĹãĆŠèl’Ţä¿ąãĄŹãĆŃãĄĺåŘŇæŹĆãĄńãĂĄæĆłæĎŔãĄőãĄłãĄĎãČłãĆŕãĆĺãĆźãČĹãĆĆèl’Ţä¿ąãĄŢãĆŇãĆŃãĄ§ãĆĄãĂĄçőąçŘĘèĂĚãĄŕWAFãĄğæd’IJç§ěãĄŢãĆŇãĄ§ãĆćãČl’ãČijãČĹãĄńåŕ¿ãĄŮãĂĄæ čåÿÿãĄłãČłãĆŕãĆĺãĆźãČĹãĄŃæĆłæĎŔãĄőãĄĆãĆŃãČłãĆŕãĆĺãĆźãČĹãĄŃåĹd’æŰ ãĆŠè£ńãĆL’ãĆŇãĆŃãĄŞãĄĺãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ

ãĂĂãĄŞãĄőåŢŔéąŇãĄŕãĂĄæd’IJæ§żãĄŹãĆŃãČĞãČijãĆ£ãĄŇãĆůãČşãĆřãČńãČİãĆd’ãČşãČĹãĄğãĄĆãĆŃãĄŞãĄĺãĄńãĄĆãĆŁãĄ¿ãĄŹãĂĆãĆĆãĄčãĄĺåd’ŽãĄŔãĄőæİąäżűãĆŠåĚČãĄńãČłãĆŕãĆĺãĆźãČĹãĆŠæd’IJæ§żãĄŹãĆŃãĄŞãĄĺãĄńãĆĹãĄčãĄęãĂĄãĄŞãĄőåŢŔéąŇãĆŠèğčæśžãĄŹãĆŃãĄŞãĄĺãĄŇãĄğãĄ ãĆŃãĄŞãĄĺãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆF5ãĄŕãĄŞãĄőåŢŔéąŇãĆŠèğčæśžãĄŹãĆŃæL’ŃæşŢãĄĺãĄŮãĄęãĂĄThreat
CampaignsãĆůãĆřãČ ãČĄãČč ãĄĺãĄĎãĄĘçŃňèĞłãĄőãĆůãĆřãČ ãČĄãČčãĆŠæŔŘä¿ŻãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆThreat
CampaignsãĆůãĆřãČ ãČĄãČč ãĄŕãĂĄåő§éŽŻãĄőæŤżæŠČãĆ ãČčãČşãČŽãČijãČşãĆŠåĚČãĄńèd’ĞæŢřãĄőæİąäżűãĆŠãČd̄ãČČãČŤãČşãĆřãĄŢãĆŇãĄ§ãĆĆãĄőãĄńãĄłãĄčãĄęãĄĎãĄ¿ãĄŹãĂĆ

ãĂĂãĄŞãĄőéăĚãĄğãĄŕãĂĄThreat CampaignsãĆůãĆřãČ ãČĄãČčãĄőèĺ åőŽçćžèł ãĄĺãĂĄãČĘãĆ ãĆźãČĹäÿŁãĄńãĄęæŤżæŠČãĆţãČşãČŮãČńãČ ãĆřãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

1. Security >> Application Security : Policy Building : Learning and Blocking Set-
tings ãĄğèąĺçd’žãĄŢãĆŇãĄ§çŤżéİćãĄńãĄęãĂĄThreat Campaigns ãĄő Alarm ãĄĺ Block
ãĄŇæIJL’åŁźãĄńãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆïijĹLearnãĄŕå ŸåIJĺãĄŮãĄ¿ãĄŻãĆŞãĂĆïijL’
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2. æŤżæŠČãĆŠåŔŮãĄŚãĄ§ãĄĺäżőåőŽãĄŮãĄęãĂĄEveng LogsãĄğãČ ãĆřãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆïijĹF5ãČŔãČşãĆžãĆłãČşãĄğãĄŕåő§éŽŻãĄńæŤżæŠČãĄŕèąŇãĄĎãĄ¿ãĄŻãĆŞãĂĆæIJňãĆňãĆd’ãČL’ãĄńãĆĹãĆŃçćžèł ãĄőãĄ£ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆïijL’äÿŃèĺŸãĄŕæŤżæŠČãĆŠåŔŮãĄŚãĄ§ãĄĺãĄ ãĄőãĆţãČşãČŮãČńãČ ãĆřãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆãĄŞãĄąãĆL’ãĆŠèęŃãĆŃãĄĺãĂĄViolation
Rating ãĄŇ 5:Request is most likely a threat ãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĄŇåĹĘãĄŃãĆŁãĄ¿ãĄŹãĂĆãĄŞãĆŇãĄŕThreat
CampaignsãĆůãĆřãČ ãČĄãČčãĄŇåő§éŽŻãĄőæŤżæŠČãĆŠåĚČãĄńä¡IJæĹŘãĄŢãĆŇãĄęãĄŁãĆŁãĂĄãĄżãĄijãČŢãĆl’ãČijãČńãĆźãČİãĆÿãČĘãĆčãČŰãĄğãĄŕãĄłãĄĎãĄŞãĄĺãĆŠèąĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ

Note: Threat CampaignsãĆůãĆřãČ ãČĄãČčãĆŠåĹl’çŤĺãĄŹãĆŃãĄńãĄŕãĂĄåĹěéĂŤãĆţãČŰãĆźãĆŕãČłãČŮãĆůãČğãČşãČl’ãĆd’ãĆżãČşãĆźãĄŇå£ĚèęĄãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

2.1.13 ãĆůãĆřãČ ãČĄãČčãĂĄTCãĆůãĆřãČ ãČĄãČčãĄőãĆćãČČãČŮãČĞãČijãČĹ

1. ãĆůãĆřãČ ãČĄãČčãĄŇæŻt’æŰřãĄŢãĆŇãĄ§åăt’åŘĹãĄńãĂĄãĆźãČĘãČijãĆÿãČşãĆřãČćãČijãČL’ãĄğéĄŃçŤĺãĄŹãĆŃãĄŃãĂĄå şåžğãĄńLearn/Alarm/BlockãĄőèĺ åőŽãĆŠéĄl’çŤĺãĄŹãĆŃãĄŃãĄőæŇĞåőŽãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆãĄ¿ãĄ§ãĂĄæŮćå ŸãĆůãĆřãČ ãČĄãČčãĄőæŻt’æŰřå¿ŇãĄőæŇŕãĆŃèĹd̄ãĄĎãĄńãĄd’ãĄĎãĄęãĄőæŇĞåőŽãĆĆåŔŕèČ¡ãĄğãĄŹãĂĆSecurity
>> Application Security : Policy Building : Learning and Blocking Settings ãĄő Attack Signatures
ãĄńãĄęèąĺçd’žãĄŢãĆŇãĄ§çŤżéİćãĄğãĂĄå£ĚèęĄãĄńå£IJãĄŸãĄęåÿŇæIJŻãĄŹãĆŃåŃŢä¡IJãĄÿãĄőèĺ åőŽåd’L’æŻt’ãĆŠåő§æŰ¡ãĄŮãĄ¿ãĄŹãĂĆïijĹåd’L’æŻt’ãĄŹãĆŃåăt’åŘĹãĂĄSave,
ApplyPolicyãĄğåŔ æŸăãĄŢãĄŻãĄ¿ãĄŹãĂĆïijL’
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Note:

Enforce updated rule immediately for non-staged signatures: Enforcement
çŁűæĚŃ(Non-Staging)ãĄőæŮćå ŸãĆůãĆřãČ ãČĄãČčãĄŇãĆćãČČãČŮãČĞãČijãČĹ
ãĄŢãĆŇãĄ§åăt’åŘĹãĂĄæŻt’æŰřãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĆĆ Non-Staging
ãĄĺãĄŮãĄ¿ãĄŹãĂĆ

Retain previous rule enforcement and place updated rule in staging: Enforcement
çŁűæĚŃ(Non-Staging)ãĄőæŮćå ŸãĆůãĆřãČ ãČĄãČčãĄŇãĆćãČČãČŮãČĞãČijãČĹ
ãĄŢãĆŇãĄ§åăt’åŘĹãĂĄæŻt’æŰřåL’ ãĄőãĆůãĆřãČ ãČĄãČčãĄŕ Non-Staging
ãĄőãĄ¿ãĄ¿ãĄĺãĄŮãĂĄæŻt’æŰř ãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĆŠ Stag-
ing ãĄĺãĄŮãĄ¿ãĄŹãĂĆæŻt’æŰřãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĄő Staging
æIJ§éŰŞãĄŇçţĆäžĘãĄŮãĄ§éŽŻãĄńãĂĄæŻt’æŰřåL’ ãĄő ãĆůãĆřãČ ãČĄãČčãĄŇåL’ŁéŹd’ãĄŢãĆŇãĂĄæŻt’æŰřãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĄŇ
Non-Staging ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆïijĹManualãČćãČijãČL’ãĄğãĄőéĄŃçŤĺãĄőåăt’åŘĹãĄŕãĂĄæL’ŃåŃŢãĄğStaging-
>Non-StagingãĄőèĺ åőŽãĄŇå£ĚèęĄãĄğãĄŹãĂĆïijL’

2. System >> Software Management : Live Update ãĄğèąĺçd’žãĄŢãĆŇãĄ§çŤżéİćãĄğãĂĄCheck for Updates
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄęãĂĄãĆůãĆřãČ ãČĄãČčæŻt’æŰřãĄőæIJL’çĎąãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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3. ãČĄãĆğãČČãĆŕäÿ ãĄőãĆd’ãČąãČijãĆÿãĄğãĄŹãĂĆ(ãČĄãĆğãČČãĆŕãĄńãĄŕæŢřåĹĘãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆ)

4. æŻt’æŰřåŔŕèČ¡ãĄłãĆůãĆřãČ ãČĄãČčãĄŇãĄĆãĆŃåăt’åŘĹãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆâŸŞãĆŠæŐĺãĄŮãĂĄçŤżéİćãĆŠéŰL’ãĄŸãĄ¿ãĄŹãĂĆ(æŮćãĄńãĆůãĆřãČ ãČĄãČčãĆŠèčŔãĄğãČĂãĆęãČşãČ ãČijãČL’æÿĹãĄ£ãĄőåăt’åŘĹãĄŕãĂĄNo
updates found ãĄĺèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆãČĂãĆęãČşãČ ãČijãČL’æÿĹãĄ£ãĄőãĆůãĆřãČ ãČĄãČčãĄŕéżĎèL’šãĄĎç§ćå řãĆćãĆd’ãĆşãČşãĄŇèąĺçd’žãĄŢãĆŇãĂĄPending
StatusãĄĺãĄłãĄčãĄęãĄĎãĄ¿ãĄŹãĂĆ)

5. åĚĺãĄęãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ§ãĄĎåăt’åŘĹãĄŕãĂĄInstallAllUpdatesãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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6. ãĆůãĆřãČ ãČĄãČčæŻt’æŰřäÿ ãĄŕãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ(æŻt’æŰřãĄńãĄŕæŢřåĹĘãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆ)

7. Install ãĄŇåőŇäžĘãĄŹãĆŃãĄĺäżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆâŸŞãĆŠæŐĺãĄŮãĂĄçŤżéİćãĆŠéŰL’ãĄŸãĄ¿ãĄŹãĂĆ

8. äżěäÿŃãĄŇæŻt’æŰřå¿ŇãĄőãĆd’ãČąãČijãĆÿãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆCurrentlyInstaslledãĆźãČĘãČijãĆ£ãĆźãĄőãĆůãĆřãČ ãČĄãČčãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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9. UpdateãĄŢãĆŇãĄ§SignatureãĄőæČĚåăśãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆåŘĎEntityãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄèl’šå¡ŞãĄŹãĆŃãĆůãĆřãČ ãČĄãČčäÿĂèęğãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ

10. Update ãĄŇãĄłãĄĎåăt’åŘĹãĄŕ Install Updates ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄęãĆĆäżěäÿŃãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

11. è£¡åŁăãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĄŇãĆźãČĘãČijãĆÿãČşãĆřãĄńãĄłãĄčãĄęãĄĎãĆŃãĄŃãĄl’ãĄĘãĄŃãĄőçćžèł æŰźæşŢãĆŠçd’žãĄŮãĄ¿ãĄŹãĂĆSecurity
>> Application Security : Security Policies : Policies List >> DVWA_policy
ãĄğèąĺçd’žãĄŢãĆŇãĄ§çŤżéİćãĄğãĂĄStatus ãĆŠ Staging ãĄğãČŢãĆčãČńãĆ£ãČłãČşãĆřãĄŮãĄ¿ãĄŹãĂĆ
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12. è£¡åŁăãĄŢãĆŇãĄ§ãĆůãĆřãČ ãČĄãČčãĄŇãĆźãČĘãČijãĆÿãČşãĆřãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĄŇåĹĘãĄŃãĆŁãĄ¿ãĄŹãĂĆ
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Note: F5ãČŔãČşãĆžãĆłãČşãĄğãĄŕæL’ŃéăĘãĄőéŰćä£ĆäÿŁãĂĄåŃŢä¡IJçćžèł ãĄőå¿ŇãĄńãĆůãĆřãČ ãČĄãČčãĆŠãĆćãČČãČŮãČĞãČijãČĹãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĄŇãĂĄæIJňæİěãĄŕéĄŃçŤĺãČĘãĆźãČĹåL’ ãĄńèąŇãĄčãĄęäÿŃãĄŢãĄĎãĂĆ
æŰřãĄŮãĄĎãĆůãĆřãČ ãČĄãČčãĆŠãĆćãČČãČŮãČĞãČijãČĹãĄŹãĆŃãĄŞãĄĺãĄğæŰřãĄ§ãĄłæŤżæŠČãĄńåŕ¿å£IJãĄŹãĆŃãĄŞãĄĺãĄŇãĄğãĄ ãĄ¿ãĄŹãĂĆãĆůãĆřãČ ãČĄãČčãĄőæŻt’æŰřãĄńãĄd’ãĄĎãĄęãĄőèl’şçt’řãĄŕãĂĄäżěäÿŃãĄőèĺŸäžŃãĆŠåŔĆèĂČãĄńãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ

• K82512024: Managing BIG-IP ASM Live Updates (14.1.x and later)

2.1.14 CVEçŢłåŔůãĄńãĆĹãĆŃãĆůãĆŕãĆŹãČ ãČĄãČčãĄőæd’IJçt’ć

åŘĎãĆůãĆřãČ ãČĄãČčãĄŇãĄl’ãĄőCVEãĄńåŕ¿å£IJãĄŮãĄęãĄĎãĆŃãĄŃçćžèł ãĄŹãĆŃãĄŞãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆ

1. Security >> OptionsÂă:ÂăApplication SecurityÂă:ÂăAttack SignaturesÂă:ÂăAttack
Signature List ãĄğèąĺçd’žãĄŢãĆŇãĄ§çŤżéİćãĄő Show Filter Details
ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄłçŤżéİćãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆReferences
ãĄŃãĆL’ CVE ãĆŠéĄÿæŁd̄ãĄŮãĂĄCVEçŢłåŔůãĆŠåĚěåŁŻãĄŮãĄę Go
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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äÿŁèĺŸãĄő CVE çŢłåŔů(CVE-2017-5638)ãĄŕãĂĄApache Struts2ãĄőèĎĘåijśæĂğãĄńåŕ¿å£IJãĄŮãĄ§ãĆůãĆřãČ ãČĄãČčäÿĂèęğãĄğãĄĆãĆŃãĄŞãĄĺãĆŠèąĺçd’žãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆAdv.WAF
ãĄğãĄŕãĂĄ1ãĄd’ãĄőCVEçŢłåŔůãĄńéŰćéĂčãĄŮãĄ§ãĆůãĆřãČ ãČĄãČčãĄŇèd’ĞæŢřå ŸåIJĺãĄŮãĄęãĄĎãĆŃãĄŞãĄĺãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ

2.1.15 GeolocationãĄőèĺ åőŽ

Geolocation Enforcement ãĄőèĺ åőŽãĆŠèąŇãĄĘãĄŞãĄĺãĄğãĂĄæŐěçűŽãĄŢãĆŇãĆŃäžĹåőŽãĄőãĄłãĄĎåŻ¡ãĄŃãĆL’ãĄőæŐěçűŽãĆŠãČŰãČ ãČČãĆŕãĄŹãĆŃãĄŞãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆïijĹF5ãČŔãČşãĆžãĆłãČşãĄğãĄŕèĺ åőŽçŤżéİćãĄőçćžèł ãĄőãĄ£ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆïijL’

1. Security >> Application SecurityÂă:ÂăPolicy BuildingÂă:ÂăLearning and Blocking Settings ãĄő IP
Addresses/Geolocations ãĄńãĄŁãĄĎãĄęãĂĄAccess from disallowed Geolocation ãĄő Learn/Alarm/Block
ãĄŇãČĄãĆğãČČãĆŕãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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2. Security >> Application SecurityÂă:ÂăGeolocation Enforcement ãĄńãĄęãĂĄæŐěçűŽãĄŹãĆŃäžĹåőŽãĄőãĄłãĄĎåŻ¡ãĆŠ
Disallowed Geolocations ãĄńçğżåŃŢãĄŮãĂĄSave ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2.1.16 IP IntelligenceïijĹIPIïijL’ãĄőèĺ åőŽ

IP Intelligence ãĆŠèĺ åőŽãĄŹãĆŃãĄŞãĄĺãĄğãĂĄæŮćç§ěãĄőæĆłæĎŔãĄĆãĆŃIPãĆćãČL’ãČňãĆźãĄŃãĆL’ãĄőæŤżæŠČãĆŠBlockãĄŹãĆŃãĄŞãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆAppliction
SecurityåĞęçŘĘãĄőåL’ æőţãĄğ IPãĆćãČL’ãČňãĆźãĄőèl’Ţä¿ąãĄŇèąŇãĆŔãĆŇãĆŃãĄ§ãĆĄãĂĄCPU
èšăè ůéńŸéĺřãĆŠåŠŇãĆL’ãĄŠãĆŃåŁźæd̄IJãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆWAF ãĄĺ L7DDoS ãĄńãĄŁãĄĎãĄę IP Intelli-
gence ãĆŠåĹl’çŤĺãĄŹãĆŃãĄŞãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆïijĹF5ãČŔãČşãĆžãĆłãČşãĄğãĄŕèĺ åőŽçŤżéİćãĄőãĄ£ãĄőçćžèł ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆïijL’

1. Security >> Application SecurityÂă:ÂăIP AddressesÂă:ÂăIP Intelligence ãĄńãĄŁãĄĎãĄęãĂĄ IP Ingel-
ligence ãĄő Enabled ãĆŠãČĄãĆğãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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2. ãČĄãĆğãČČãĆŕãĄŮãĄ§ãĄĎãĆńãČĘãĆt’ãČłãĄőAlarmãĄ¿ãĄ§ãĄŕBlockãĄńãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĄ¿ãĄŹãĂĆ
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3. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

Note: äÿŁèĺŸãĄőäżŰãĂĄL7DoS Shun ãĄĺ IP Intelligence ãĆŠçţĎåŘĹãĄŻãĆŃãĄŞãĄĺãĄńãĆĹãĄčãĄęãĂĄIP
Intelligence ãĄő IPãČňãČŤãČěãČĘãČijãĆůãČğãČşDB ãĄőãČłãĆźãČĹãĆŠL7DoS åŕ¿ç ŰãĄőShun list(Auto-
blacklisting)ãĄĺãĄŮãĄęåĹl’çŤĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆ

IP IntelligenceãĆŠåĹl’çŤĺãĄŹãĆŃãĄńãĄŕãĂĄåĹěéĂŤãĆţãČŰãĆźãĆŕãČłãČŮãĆůãČğãČşãČl’ãĆd’ãĆżãČşãĆźãĄŇå£ĚèęĄãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

2.1.17 BlockingãČćãČijãČL’çŤżéİćãĄőãČąãČČãĆżãČijãĆÿãĆńãĆźãĆ£ãČd̄ãĆd’ãĆž

æŤżæŠČãĆŠãČŰãČ ãČČãĆŕãĄŮãĄ§éŽŻãĄńãČęãČijãĆűãĄńè£ŤãĄŢãĆŇãĆŃãČňãĆźãČİãČşãĆźãČŽãČijãĆÿãĄőåĘĚåőźãĆŠåd’L’æŻt’ãĄŹãĆŃãĄŞãĄĺãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆïijĹå£ĚéăĹãĄğãĄŕãĄĆãĆŁãĄ¿ãĄŻãĆŞãĂĆïijL’

1. Security >> Application SecurityÂă:ÂăSecurity PoliciesÂă:ÂăPolicies List
>> ãČİãČłãĆůãČijåŘ ãĄńãĄŁãĄĎãĄęãĂĄ Response and Blocking Pages
ãĆŠéĄÿæŁd̄ãĄŹãĆŃãĄĺäżěäÿŃãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ
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2. Response Body ãĆ£ãČŰãĄńãĄęãĂĄCustom Response ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

3. Response Body ãĄńãĄŁãĄĎãĄęãĂĄèąĺçd’žãĄŢãĄŻãĄ§ãĄĎãČąãČČãĆżãČijãĆÿãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ

4. åŔşäÿŁãĄőæd̄ăãĄőãĆĹãĄĘãĄłãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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5. ãČŰãČ ãČČãĆŕãČŽãČijãĆÿãĄőãČňãČŞãČěãČijãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

6. ãČąãČČãĆżãČijãĆÿãĄŇèąĺçd’žãĄŢãĄŻãĄ§ãĄĎåĘĚåőźãĄĺäÿĂèĞt’ãĄŮãĄęãĄĎãĆŇãĄřãĂĄsave
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2.1. AWAFèĺ åőŽåĹİçt’Žçůĺ 65
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7. Apply Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

8. Windows ClientãĄńãĄęãĂĄåĘ åžęSQLãĆd’ãČşãĆÿãĆğãĆŕãĆůãČğãČşæŤżæŠČãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆãČŰãČ ãČČãĆŕãČąãČČãĆżãČijãĆÿãĄŇåd’L’æŻt’ãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

2.2 AWAFèĺ åőŽäÿ çt’Žçůĺ

Comming soon!
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