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2 cZobeena:



CHAPTER 1

aAraAYaCAaAR

aAS aAoaCZaCu aCyaAgaAraAAaAS aCNaCL ﬁAééC1aCTaCéiCuaCéﬁCnaAlaCL’ aCmacCeac aanaCLaAoecIJ éﬁ§ﬁAlaAlaCNe§Gaﬂ:UZ'
F5 aAoaC1aCTaCcaCuaCcaCnaA1aCL’ ClaCéﬁCaaC§aCLaAraAS 4AaaCL ﬁA‘naATaAUaADaAG aAZaAC

» AskF5: https://support.fS.com/csp/home
* F5 Cloud Docs: https://clouddocs.fS.com/
* F5 DeVCentralujLaC§aC§ CEaCéi’iij: https://devcentral .£5.com/



https://support.f5.com/csp/home
https://clouddocs.f5.com/
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4 Chapter 1. 4AraAYaCAaAn



CHAPTER 2

aASAAaaCL aA6aCZaCijaCyaAgaATaA AizsiyNaAGIEEAG2aCSaAT et 2izNaAUaAeaALACEAA; AAZAAC
« 2lJiaCzaCCaClaceaCCaClacnaCd aCLaAnIAeaAAFS Advanced WAFiijLiaz&ayNaA AAWAFiijL aA6aCiaCtaCaacCijaAsce im:
« AWAFiAfaA AWebaCéaCUaCtacsaCijaCiaaCgaCsaCTaCaaCd aCéaCeaCracijaCnaAgaAZaAc
« AWAF aARICLAACAAeaA AWeb aCcaCUaCtaCsacCijaCuacgaCsel zellLaAGe TzeSCaARdr AAZACNEY $4; aa ANARRC A IA
« Botar;cmUzl §2C;aAAL7aCHaCZaChaASDoSe TzeSCaAnf AAZACNEY $4, azl §2C;aCCaE jaAmACZaALaAeIADIA AAZAA
o 2lmaCnaCd aCLaAgaAfAAAAWAFACSaATesijaEsaADIA§aAIIADIAeIAZIARIANWAFACSaiOaEe6iCaASACNACLAAEGA

2

o 2JiaCnaCd aCLaAgaAfAAAFS JapanaAndaALaASGCNaCRaCsaCzaCtaCsaCLaCnacijaCNaCsaCiaAsaCsaCijaCzaAgaCCalr
2.1 AWAFeéimadZalLictZcul
2lINchidASaATaA AASZelliicZDIAIAWAFIAGRImAGZAEEAGZaANAAd AADAAcAAT ¢t 74zNeGt aAUaA AAZaAC

2.1.1 AWAF3AIaAf

v

F5 Advanced WAFiijlL¢ TéaAUaA¢AWAFiijL aAlaAfAA AOWASP TOP103AG62TzeSCiAAICeaCgaCUaCéaC UaCtaCsacijaCaacsacs
AWAFiA33ACICNaATaA AGC7aC£aCsaCL aCcaCmacCijaCsegNel RaA ABIG-IP LTMiijLAD-
CiijLaARaCcACL aCtaCsaAUaAeaLl ¢ TIAAZaC N2 N2l RaCSARUACNAASIATAAIAANARRC aA3aAZAACIATZIAUIAeIAAGCHACsa
Cloud 2AgaCCPrivate ClouddAgaCCaNTi;1JaAZaCNaA§aCAGAAGCGACUACmAC dit L AGCSéAyaAsiA GAZACSAAC
oGled ;aA g §Tez§aAIWAFACIaCtaCaacCijaCSia; Nal. RaAUZA§AADIALAGCeg Y AAAAWAFACSALI ¢ TIAAUZAeéR Y 87ea ATWAFAC LA
aAIaAGiz0aAAAWAFAAGCL 26 TaaCDALI ¢ TiaCaaCtaCCaCLaAfizeayNaAGeIVazNaCSaAT ¢ézemiyNaATaADaAC

* K85426947: BIG-IP ASM operations guide

* K07359270: Succeeding with application security



https://support.f5.com/csp/article/K85426947
https://support.f5.com/csp/article/K07359270
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6 Chapter 2. dCsaCsaCEz3
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8 Chapter 2. aCsaCsaCEaC
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6. aCUaClaC§aCyanaCNaC§aCraAnaArarSaAUzeZCeUSaANaANaANaCLaAGaAZaACg;CaZEaAUaA§
. aCUaCIaCSaCyanﬁCMQﬁE@@f@@§@@§éAWA@§A%mUOH Security(ASM)
aAoaA£aCSeAyaeLdaAUaAANext aCu aC£aC§aCSeAyaeLdaAUaA6aAZaAC

2.1. AWAFeimadZalLictZcui
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8. Host  Name aAaAADbig80.f5jpJocal  dAlimacZaAUZAATime

10 Chapt
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aCSéAyeLdaAUaAARoot  Account 3A5aCSaCzaCraCijaCLaAn  ilovefS  aAlRIYaEsaAUaAANext
aCaC£aCsaCSéAyeLdaAUaA,; AAZaACHLF5aCRaCsaCzaCaCsaCLaCnaCijaCNaCsaCrizead Uaasasr aRLAAMAAAZATACK

2.1. AWAFeéimadZalLictZcui
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10. External VLANaAGeIma6ZaCSeaNaADaA;aAZaACNetwork >> VLANs : VLAN List 3AidaA¢aAACreate
aCaC£aCsaCSéAyat.daAUaA; AAZaACName 3AR external dAlmicZaAUaAAlnterface 3Ad 1.1(Un-
tagged) ACSéAjet.daAUaAAFinished aC11AC£ACsaCSEAT 2t daAUIA AAZAAC
11. Internal VLANaAGema6ZaCSeaNaADaA;aAZaACNetwork >> VLANs : VLAN List 2ARGAcaAA
aCnac£aCsaCSéAy=t.daAUaA;AAZaACName 3Af internal AlImasZaAUaAAlnterface 3Af 1.
tagged) ACSéAyet.daAUaAAFinished aC1IAC£3CsaCSéA et daAUZA;AAZaAC

12 Chapter 2. 4CsaCsaCEaC



12. #z&iyNaAGaCLAABAAMGAHRCIEI a0 XaACet dAAUIA  AAZGACName 3Af external-selfip aAlelm3
10.1.10.80 ZAANetmask 3An 255.255.255.iijR AAAVLAN/Tunnel 3Afi exter!
Lockdown dAsi Allow None ACSéAjxt.daAUaAAFinished aC1IaC£aCsaCSeA
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2.1. AWAFéimadZalictZcui
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2.1. AWAFeéimadZalictZcui
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2.1.4 iijLeDEaijsaAfiijL WEBaCtaCijaCRaA6¢cZzéNs

1. Virtual Serverﬁég‘a;IJaeLIiﬁAﬁﬁAéﬁAZQACLocal Traffic >> Virtual Servers :

aARAAeaAA Create AC1AC£aCsaCSetijaAUaA; AAZAAC

Virtual Server List

18

Chapter 2. aCsaCsaCEaC
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3. Source Address Translation dAfidAciAAAutomap ﬁéﬁéAyaﬁ:LdﬁAfJﬁAgéAZﬁAé



20 Chapit
AWAF v15.1 4€zaCCaCLacéaCCacuatnaCdacL



https://10.1.10.180/DVWA/login.php
https://10.1.10.180/DVWA/login.php
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2.1. AWAFeimadZaLictZcai
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9. SQL Injection aARraCéacCiaCzaCzaAUaAAUser ID aAn aAY or 1=1
aAlaBEsaEZaAUAAASQLACH aCsaCyaCgaCraCuaCgaCseTzeSCaCSaAUaA AAZAAC (=lInaChaCd ac

22 Chapter 2. 4CsaCsaCEaC



10. SQLaCd aCsaCyaCgaciaCuaCgaCseTzeSCaAN2LRAE.§4AUFAAUser IDaANed GaeTiealcd 7aATACK
AWAF v15.1 aCzaCCaClLacéaCCacClacnacdacL

2.1. AWAFeéimadZalLictZcui



2.1.5 Guided configurationaAnaCLaCNWAFaCiaCtaCuaCijaAdajlJelR
AWAF v15.1 aCzaCCaClLacCéacCaClacnacdacL

I. Security >> Guided Configuration 3CSeUN aAlaAg,aAZéAC’Guided
figurationdA6aCRaCijaCyaCgaCsaCSeézemaAUaA AAZaACiijLGuided Con

tionaAGGANTAANIATAFSAAU2ZCéUSaANaANIANACELAA  AAZAACHHL

24 Chapter 2. 4CsaCsaCEaC
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2. ASKF53A8DownloadaCtaCd aCL aAnaAeiAA=ITA=UicLLiAGGuided
tionaCSaCAaCeaCsaCmaCijaCLaAUaA AAZaACACAaCeaCsaCmaCijaC L aARIAFASKFSaAS
ClientaCGaCzaCraCLaCCaCUaytaasaCAaCeaCsaCmaCijaCL eyLaA£aA6aCTaCaaCd aCn

Coni
CéaCnaC

aCca
aCSaATaL

2.1. AWAFeimasZalLictZcui


https://downloads.f5.com/

v
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3. AWAFﬁAESé]::i,gfNaAogTzeicaAnzeLzaCLaAAaR§ayLaAo Upgrade Guided Co
ration aCSaCraClaCCaCfﬁAUaAAaCAaC@aC§aClaC1J aCL aAUaA§Gu1ded Conf
tionaCTaCaaCd aCriiijLxxx.tar. gszL’aCSaCcaCCaCUaCIaCuaCL’ aAAaCdE aC§aCzaCLaC1JaCnaAUaA

26 Chapter 2. 4CsaCsaCEaC



J. aLaalgalzaClalaCnaAlN¢giLazbaAUaAlaL L aAAConiinue alLllaLralsald>Er1jaAlanjanlanl
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4. aCdaCsaCzaCLacCijaCnaAUaAeaADACNeAT ymiaA6aCd aCaaCijaCyaAgaAZaAC

2.1. AWAFeéimadZalictZcui
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6. Guided ConfigurationaA6aCRaCijaCyaCgaCsaANaCcaCCaCUaCGacijaCLaATaCNaAeaADaCNIASA.

28 Chapter 2. 4CsaCsaCEaC
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8. DNS, NTP, Routing aANeImAGZOKAAIaAIEAEEAAADACNAE,

2.1. AWAFeéimasZalLictZcui
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aCaC£aCsaCSak.ij @AQRWC Show Advanced Setting aCSacraCtaCCacraAUaA ASecurity

icy Name dARAzzeDRIAGERmALmACSeimasZaAUaA AEnforcement
aANnaAe Transparent ACSEAyeL.daAUaA Atype of policy to protect
plication aANnaAe¢aAAGeneric ACSéAyeL.daAUaAAServer Techng

aARaAeall ¢TiaAUaAeaADaCNAC§aCL aChacCeaCgaCcaCDeiAetdaCSeAyet.daAUaA; aAZaACF53C
MySQL, PHP iCSéAjzt.daAUGAANexr aC1aC£ACsaCSeLijaAUaA;dAZAAC

30 Chapter 2. aCsaCsaCEaC
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10. ancaAnVlrtual ServeraAra‘IJ a%LRaeyLaA£aA1aA65Ag5AAaASaASaAgﬁAraAAAsmgn Pollcy to V
Server(s) aAﬁéCAaC géCCaCfﬁCSaEééCNaAAUse Exnstmg aCSeAyaeLdaAUaAAa ‘IJ aaLRzeyLaAilaAc
ServeraCSaR§aAnggzaNTaATaAZaAASavezyENext aC1y aC£aC§aCSaeL1J aAUaAcaAZaAC

2.1. AWAFeimadZaLictZcai
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12. 4=l RaIAUIA§WAFaAGaCIaCtaCaaCijaAnLogging  ProfileaCSaCéaC£aCCaCAaAUaA AAZaACSecurity
>> Overview:Summary 3AfdAciAALJeLReyLaA£4AGVirtual ServeriCSéAyxEdiAUdAAAttach 3AG
Logging Profile ﬁCﬁéAya:LdéAUﬁALéAZﬁAC
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34 Chapter 2. 4CsaCsaCEaC



&: 1.V dvidviduvEduvRnduvudRAVyudcd L.ityLLlim

Securlty >> Appllcatlon Security :  Policy Bulldlng ¢ Learnin
SCSApiS T ACHE terlsC SBORCHAGERBIN CmALIA N

c7etmaAUAA [ AAZAA

16. Apply Policy aCIaC£aCsaCSaLijaAUaAAaCiaCtaCaaCijaCSaRme Y 33ATAAZAA; AAZAAC

2.1. AWAFéimadZalictZeui



3. Attack Signatures aCSaCraCtaCCaCraAUaA; aAZaACH; el ReyLaA£aAsaC
Staging aAlaAtIACIAeAADACNAASIAIGCScézemaAUaAGAZAAC

AWAF v15.1 4€zaCCaCLacéaCCacuatnaCdacL
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Note: Staging(aCzaCEaCijaCyaCsaCraCeaCijaCLaAlaAfaAALearn/Alarm/BlockeimisZaANeDaak zaNUaATACNaA Az TS
Traffic LearningaAmaA 3imec£SaAZaCNaAIIASIAGANT; JaAIAATACNACEaCijaCL aAaAZaAC

2.1.7 aCzaCEaCijaCyaCsaCraCmaCiaAdeimad?Z
aCzaCEaCijaCyaCsaCiaAsaCmaCraCSEvent Logs aAaG7aEZaAZaCNaA§aACAIAGImAGZaCSeaNaADaA  AAZaACHijLagEéaLaAga.
1. Security >> Event Logs : Logging Profiles iAniAeaAACCreate aC11aC£aCsaCSetijaAUaA; AAZaACizz2DRAAGIRmAL mACSe
Security dA0aAIAASACmAAgAAAEnabled ﬁCSﬁCAﬁCgﬁCCﬁCféAUﬁAAquuest/ type ﬁAﬁiA@ﬁ@AIllegal
requests, and requests that include staged attack signatures AAe¢ aACSEAyxl.dAAUIAACreate
aCNaC£aCsaCSeLijaAUaAdAZAAC

2.1. AWAFeimasZalictZcui 37
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3. iEmazeaCcaC£aCCaCAIAGeImasZaCSaAUA AAZAAC

38 Chapt
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https://10.1.10.180/DVWA/login.php
https://10.1.10.180/DVWA/login.php

2. Security >> Event Logs : Application : Requests AANIAEIAAS
AWAF vi5.1 3623665615 é%%%@f@ﬂ?@ﬁ%%é%@ffﬁcaﬁc §3CsaAN2d’ 1aGZaATACNaAeaADACNaASAAIACScézemaAUAA 2

40 Chapter 2. 4CsaCsaCEaC
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3. ayLengTzeicaAoSuggestlonsaAo VlewaAe aé§aéraélaééaéfﬁAZaCNaAfaAATrafﬁcLearn-
1ngaAogTzeIcaAgaCC Attack signatyre detected aANgéiéllaAgaAyaAbaAZaAClle ‘Sgcyrlty >> Ap-
plication Security: P@icA CuRGERQuatAatadh 6aGeaClaCijaCaCsatregeéeZd

1. aCzaCEaCijaCyaCsaCiaCSegeéZd aAZaCNaAlaA AEvent logaAnzTzeSCaAlaAUaAeel Y N3AATACN:
>> Application Security : Security Policies : Policies List >> DVWA_
aARIAeaAAAttack Signatures ﬁé§éAyzeLdéAﬁéAAgTiéIééRgﬁyLéAfi Enforce all Staged Sign:
aCSéAyeLdaAUaAAICzaCEACijaCyaCsaCraCSegeéZd aAUaA  AAZAAC

2.1. AWAFeéimadZalictZcui
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42 Chapter 2. 4CsaCsaCEaC



D. APPLy Folcy deodtljdaudiy dryl.dnte

21. AWAfipma0raklgtladcaciaceace

a

¢

UacnaCd




5. Security >> [Event Logs : Application : Requests  dAfdAeiAAAlarm
AWAF v15.1 ééiéééééLé%g&ggﬂggﬁﬁgﬂa@fﬁCﬁﬁCgﬁC§§ANaed’IJﬁGiﬁATﬁCNﬁA@ﬁADﬁCNﬁASﬁAlﬁCSgéiéllﬁAUﬁAg,ﬁ

44 Chapter 2. 4CsaCsaCEaC
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2.1.10 BlockingaCéaCijaCLaAyaAdad LaeZt

1. BlockingaCéaCijaCLaAyad L ezt aAZaCNaAlaAAEvent logaiAneTzeSCaAlAAUIARIY éN5AATACNIAA=Zt 3AMICUACHaC
>> Application Security : Security Policies : Policies List >> DVWA_policy dAnidAciAAGeneral
Settings ﬁéSéAyaeLdﬁAfIﬁAAEnforcement Mode 3aCS Blocking éAﬁéd’Ijant’ﬁAﬁﬁAASave
aCnac£aCsaCSéAy=t.daAUaA aAZaAC

3. iEmazeWindowsaCraCraCd aCéaCsaCLaANACL SQLACA aCsaCyacCgaCraCiar

v 2

2. Apply Policy iCSzEijaAU3 ‘~,/~ C——
2.1. AWAFelmadZallctZcul
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2. ®ZyaAme;1jaALaCSeaNAAEAAIAAAAWAFIAZeTzeSCaAlAAUIAced 1Jc§EAATACNAAcaAAUAA  AAD!

AWAF v15.1 46zaCCaCLac¢aCCatlatnacdacL

2.1. AWAFéimasZalLictZcui



... .2. Occurences aCSaCraCraCCaCraAUaA Al ed’ 11¢§&aAUaA§aCSACT 4CaacCijaCEaRmiijLmtxMessageii
AWAF v15.1 aCzaCCaCLacC¢acCacCUaCnaCdaCL

48 Chapter 2. 4CsaCsaCEaC
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5. Apply Policy aCS=LijaAUaA;aAZaAC

9

3. Security >> Application Security ——Parameters—:—— Parameters—List —3AAGA¢aAAACreate ——————————

e ~

aCUac£aCsaCSetijaAUaA aAZaAC  2.1. AWAFeimadZalictZeal
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2.1.12 Threat campaignsaCtaCraCmaCAaCeaAoeimadZ

AWAF v15.1 4CzaCCacCiacéaCCaCuacnaCdacCL
aAAWebaLcaLUaLiaLsaUJaLuaLgaLonel)halAarchaLbeaN aAbayLaAgaAAaogeLLaAoaeTzaeSCaAla

aAAaAS aAoaIReaNaAféAAaed’ 1J a:§zaAZaCNaCGaC1J aC£aANaCuaC§aCraCnaCIaCd’ anaCLaAgﬁACaCN.
CampalgnsaCuaCf'ﬁClaCAaCc aAlaADaAEgNﬁéGlaAoaCﬁéCraClaCAaCéﬁCSaeRRaGZaAUaA@aADaACaA
CampalgnsaCuaCf'éiClaCAaCc aAraAAao§eZZaAozeTzaeSCaClaCcaC§aCZaC1J aCsaCSaBCaAned GeTras

aAAaASIAGEIEIASAATAA AThreat CampaignsiCaaCraCmaCAICEaAGemasZeczemaAlaA AZCEACmaCzaCLi

1. Security >> Application Security : Policy Building : Learning and Blocking
tings  dAgealcd’7ATACNAA§cT 6I¢aARIAeaAAThreat  Campaigns 3A5  Alarm  3Al
aAN2IJL aEzaARIAACAAcAADICNIASAAIACScézetmaAUaA AAZAACiiLLearnaAfamY AITTAAUAA

52 Chapter 2. 4CsaCsaCEaC
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2. &T72S8CaCSaRUaASAASAALHZ2636ZaAUaAcaAAEveng LogsaAgaCmaCiaCScczemaAUaA; aAZaACiHjLF5aCRaCsaCrzacaCsa
Rating AN 5:Request is most likely a threat aAIaAIAACaAAcAADACNIASAAIAANALEAANACEAA ; AAZGACAASACNEA Threat
CampaignsaCaaCiaCmaCAICEaANAG§EZZaA62 TzeSCACSAECaAN; Tl RAATACNIAeGALACEAAAZAZAAIjACTACT aCijaCh

Note: Threat CampaignsaCiaCraCmaCAaCeaCSalr¢TiaaZaCNaAnaAfaAAsLEeATaCECUaCzaCacCaCUacCaaCgacsaCracd acza

2.1.13 aCuaCraCwaCAaCcaAATCaCuaCiraCmaCAaCeaAdaCéaCCaClacCGacijaCL

1. aCaaCraCmaCAaCeaAN2Zt 2 UraATaCNaA§aar ARLAAGIAAZCzaCEACHjaCyaCsaCraCeéacCijaCLaAgé AN TIaAZaCNaANEA
>> Application Security : Policy Building : Learning and Blocking Settings A5 Attack Signatures
dARdAcealcd 7aATACNAA§¢T761¢aA3aA AL Ee ATANAEIIAAY 3Acay N2 I ZaAZACNANTH JAATAAGIMAGZAd L e Zt ACSa6§ 2
ApplyPolicydAgaRmeY33ATaAZaA;AAZaACiHL

2.1. AWAFeimasZalictZcui 53
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Note:

Enforce updated rule immediately for non-staged signatures: Enforcement
gLuzeEN (Non- Staging)aAoaechalYaCﬁﬁCraélaéAaééﬁANaCcaééaé ( ﬁééﬁéijﬁéi
aATaCNaA§aat aRLaAAant zeUfﬁATaCNaA§aCﬁﬁCfﬁClaCAaCcaCC Non-Staging
aAlaAUaAcaAZaAC

Retain previous rule enforcement and place updated rule in staging: Enforcement
¢LiizEN(Non-Staging)iAseUcamYaCaaCraCmaCAaCeaANaCeaCCaCUaCGacijaCL

aATACNaA§aar ARLIAAZ 2 UraLmaAGaCaaCiaCmaC AGCEaAL Non-Staging
AAGAA;AAAAIAAUIAAZZE = UF aATaCNaA§aCaaCiaCmaCAaCEaCs Stag-
ing aAlaAUAA AAZaACzZt 2 UFaATACNEA§aCHaCIACmACAGCEIAS Staging

211§6USaANctCi7EaAUAA§677aARaA A7t e UL maAS ACaaCraCmaCAICEAANALE.EZd AATaCNaA AxZt 2 UraATaC
Non-Staging dAlaAtACELAA; AAZAACiHijL.ManualaCéaCijaCLaAgaAGé AN TIaAGA A ARLAAFAA A= NaNTaAgStaging-
>Non-StagingaAGeImasZaANaLEee AAASAAZAACHI L

2. System >> Software Management Live Update aAgéalgd’ 25ATaCNaA§gTzeIéﬁAgﬁAACheck for Updates
aCSaCraClaCCaCraAUaAeaAAaCuaCraClaCAaCczeZt &UraAGelIL quaCSgczellaAUaA(,aAZaAC

54 Chapter 2. 3CsaCsaCEaCsaCb
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3. aCAaCgaCCaCriymaAsaCd aCaaCijaCyaAgaAZaAC(aCAaCEaCCaCaAnaAfe THLEIANGANACELAA;AAZZAC)
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6. aCuaCraCmaCAaCeeZt 2 UriymaAfaA Aiz8iyNaA6aCLAAEdARRalcd ZAATACNEA; AAZAAC (=7t 2 UiaAnaAfe TFLEGANIAR



. ... 11 efakaaATaCNaA§aChaCraCmacCA
AWAF v15.1 4CzaCCaCLaC¢éaCCaCuUaCgpiiaidn  Security

10. Update AANGATZADAAC ARLAAF Install Updates A pokicaCRAT A KEAS a RIS 4

9. UpdateaATaCNaA§SignaturedAszCEaisaANRalcd 7aATACNEA  4AZaACARDENtityaCSaCiaCtaCCaCiaAZaCNaAIaA AT $4; S
2.1. AWAFeimadZaLictZcai
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12. &£;aL33ATaCNaA§aCaaCiaCmaCAICcaANACzaCEACijaCyaCsaCraAlaAlaAcaAeaADACNAASIATIAN
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Note: F53CRaCsaCzaClaCsaAgaAfeLl NéiEaAGEUci£CajEaAAINT I cczemaAsa; NaAnaCiaCraCmaC AaCeacSaceaCCaClach
2UraAUIADaCHaCIaCmaCAaCEaCSaCeaCCaCUaCGacCijaCLaAZaCNaASIAlaA g2 UiaA §aAte TzeSCaAnar; a£11aAZaCNaASIALA

* K82512024: Managing BIG-IP ASM Live Updates (14.1.x and later)

s s 4 4 e

2.1.14 CVEc¢TIaRuaAnaCLACNaChaCiaCZaCmaCAaCeaAdedIJcté
aRDaCHaCraCmaC AaCEaANIAl AAGCVEaAar; 4£1JaAUaAeaADACNAANcE7maAZaCNAASIATAIANARC;3AIAZAAC
1. Security >> OptionsAi:A#Application SecurityAd:AdAttack SignaturesAi:AdAttack

Signature List dAgealcd 7aATACNAASCTZE1CAAG Show Filter Details
aCSaCraCtaCCaCiaAZaCNaAlaAAizeayNaAGaCLaAEIAl¢TzéicaANealcd 2aATACNEA  AAZaACReferences
aANaCL CVE aCSéAyeL.daAUZAACVECTaR6aCSaEsaEZaAUdAe Go

aCnac£aCsaCS=tijaAUaA; aAZaAC

2.1. AWAFeimasZalictZcui 59
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ayEelYaAS CVE ¢THERAG(CVE-2017-5638)aAfAA AApache Struts2aA6eDESijSeAgaAnar; a£1JaAUAASA
aA3AATAAA13Ad IASCVECTHR6aAREUCEACaAUIA§ACHaCTaCmACAICEAANRD G TramY all[aAUAA

2.1.15 GeolocationaAodeimasdZ

Geolocation Enforcement 3A6eimacZaCSeaNaAEIASaAIaA A A= OsctiZaATACNACNE7L.4673A6aAEADAZ

1. Security >> Application SecurityAi:AiPolicy BuildingA#:AiLearning and Blocking Settings i.

Addresses/Geolocations aANnaALaAD3aAedAAAccess from disallowed Geolocation A6 Learn/Alarmy
aANACAACgaCCaCraATaCNaAeaADACNAASAAIACS¢l7emaAUaA; AAZAAC
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3. Apply Policy ﬁégaaLijQAﬁﬁAg,ﬁAZﬁAé

Note:  ayteiYaAGizUaAAL7DoS Shun 3Al IP Intelligence aCSctDARLAAZACNIASAAIAANICLAACIACIAAIP

Intelligence 3A6 IPaChaCTaCeaCEaCijaCaaCgaCsDB  aA6aCtaCzaCLACSL7DoS  af;cmUaAGShun  list(Auto-
blacklisting)aAlaAUaAeaLl ¢ TIaANaRfeCiaAgaAZAAC

IP IntelligenceaCSalr ¢TiaAZaCNaAnaAfaA AALsEATaCEC UaCzaCiaCtaCUacaaCgacsaCracd aCzaCsaCzaANafEee AGATAAECE

2.1.17 BlockingaC¢aCijaCL¢Tzéi¢aA6aCaaCCaCzacCijaCyaCnaCzaceaCdaCd’acCz

2 TzeSCaCSaCUaCmaCCaCaaUaAsézZaAnaCeaCijaCaaAnee TaATACNACNaChaCzaCiaCsaCzaCzaCijaCyaAcaEEa6zaCSad L a7
1. Security >> Application SecurityAi:AiSecurity PoliciesAi:AiPolicies List
>> aClaClaCuaaCijaRm AARAALAADAAEIAA Response and Blocking Pages
aCSeéAy=LdaAZaCNaATizeayNaANalcd 7aATACNEA  AAZaAC

2.1. AWAFeimasZalictZcui 63
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2. Response Body 5C£§ijﬁAﬁﬁA@éAACust0m Response ﬁCSéAyaeLdﬁAﬁﬁAg,ﬁAZ’ﬁAé
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